Post-Quantum Cryptography (PQC) Adoption Measured at the
National Center for Supercomputing Applications (NCSA)

Jakub Sowa’, Bach Hoang?, Phuong Cao

National Center for Supercomputing Applications, UIUC, 2Department of Mathematics, UIUC

Research O TRUSTED CI
InfraStrucmre \ THE NSF CYBERSECURITY

—/ CENTER OF EXCELLENCE
~@-FABRIC

Quantum computing opens new challenges for cryptography Quantum algorithms can break traditional encryptions Data is gathered from NCSA network metadata
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PQC in RDP and DNS is nearly unused PQC observatory analytics workflow Potential Solutions

Remote Desktop Protocol (RDP): * More generally, make sure to keep software like SSH protocols
P ' . L L and browsers updated to use the safest cryptography
* Can be configured to use TLS encryption and Network-layer authentication \
but only on Windows 11 « Layer 7: Application layer - -
. Out of 26 connections in sample data, only 2 used both encryption and coene o . Remote Desktop Protocol (RDP) Potentially configure most network protocols to run over TLS,
authentication . . Domain Name S DNS once TLS has PQC
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Domain Name System (DNS): around tcu]tfr.ent infrastructure to make it easier to
Not encrypted at all by default -- anyone can see what websites you try to securel_ r_a Ic o olifi h .
visit, even on the NCSA network » Streamlining and simplifying cryptography and security

* Can enable HTTPS encryption on some browsers (Firefox, Chrome « Layer 4: Transport layer

etC.) / « Transport Layer Security (TLS) « ATLS v2.0, intrOdU-Cing PQC by defaU|t

» Can also configure DNS to encrypt DNS-over-TLS (DoT) * Securing all network traffic even against quantum

phyS,Cal adversaries

Minimal of PQC present in Secure Shell PQC used in Transport Layer Security (TLS) is limited Future Work
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R AUl . - - « No standard version of TLS has any PQC -- none at NCSA either . . .

e e * sntrup761x25519: Streamlined NTRU Prime . . _ . . « Creating a tool to quickly scan a network and analyze its usage
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sshzed2 888 1233 (48.95%) TLS-ECDHE-RSA-WITH-NULL-SHA ** 5612 (0.71%)
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curve25519-sha256 ' 2030 (80.59%) curve25519-Sha256@libssh.org 473 (1878%) Table 2 A list of the top 10 cipher suites found in sample TLS connection data (*in TLSv1.3,
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