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Data is gathered from NCSA network metadata

Future Work

• Creating a web tool that measures Post-Quantum Cryptography 
at NCSA and other organizations: "Network of PQC telescopes”

• Creating a tool to quickly scan a network and analyze its usage 
of PQC

• Analyzing the risk of and figuring how to mitigate Post-Quantum 
"cipher suite downgrade attacks"

Potential Solutions
• More generally, make sure to keep software like SSH protocols 

and browsers updated to use the safest cryptography

• Potentially configure most network protocols to run over TLS, 
once TLS has PQC

• A TLS Termination Proxy can be used as a wrapper 
around current infrastructure to make it easier to 
secure traffic

• Streamlining and simplifying cryptography and security

• A TLS v2.0, introducing PQC by default
• Securing all network traffic even against quantum 

adversaries

"Hard" Easy Problems Breakable Cryptographic Schemes

RSA

Ecliptic Curve
Cryptography

Traditional
Diffie-Hellman

Prime
Factorization
Problem

Discrete
Log
Problem

Given A and B, find x:

Bx = A

Given a large integer
Such as: 
3579423417972586877499180783256845540300377802422822619353290
8190484670252364677411513516111204504060317568667

What are its only two 
prime factors?

With Shor's Algorithm on viable QCs
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1981: Richard Feynman 
proposes quantum 
computers

1984: 1st quantum 
cryptography scheme, 
BB84, for key exchange

Shor's 
Algorithm

(1994)

2015: successful & 
efficient implementation of 
Shor's algorithm on an ion-
trap quantum computer to 
factor the number 15

2017: D-Wave Systems 
announces commercially 
available 2000-qubit* QC
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* This is a quantum annealing QC which is not a universal QC, primarily solving 
optimization problems, and could not perform Shor's algorithm.

NIST calls for 
PQC 

standardization 
(2017)

2022-2023: NIST and 
community select 7 to 15 
algorithms to be the US 
standard for post quantum 
cryptography

Commercial 
Quantum 
Computers

PQC observatory analytics workflow

Minimal of PQC present in Secure Shell

Quantum computing opens new challenges for cryptography Quantum algorithms can break traditional encryptions

PQC used in Transport Layer Security (TLS) is limited

PQC in RDP and DNS is nearly unused 

Post-Quantum Cryptography (PQC) Adoption Measured at the
National Center for Supercomputing Applications (NCSA)          

Minimal Amount of PQC presents in Secure Shell (SSH)

= post-quantum = not secure even now

• 99.92% of all SSH traffic was not secure against quantum 
adversaries

• sntrup761x25519: Streamlined NTRU Prime
• A hybrid classical-PQ key exchange algorithm available 

by default in OpenSSH v9.0 and above as of 2022
• Over 83% of server-side SSH protocol versions were from 

2019  and earlier

• Sampled a few hours of network metadata generated by Zeek at 
NCSA

• No information beyond metadata was used
• Zeek logs were parsed in Python for analysis of network traffic 

of certain protocols

• About 65% of connections were using TLSv1.3; about 35% were TLSv1.2
• Many unsecure cipher suites were in use – 4 had over 1000 connections!

• No standard version of TLS has any PQC -- none at NCSA either
• Many designs in the works by the IETF & NIST; some companies even trying to 

integrate PQC into their TLS

• The difficulty to even adopt
TLS v1.3 internet-wide
foreshadows PQC
adoption as well

Nearly Nonexistent Cryptography in RDP/DNS
• Remote Desktop Protocol (RDP):

• Can be configured to use TLS encryption and Network-layer authentication 
but only on Windows 11

• Out of 26 connections in sample data, only 2 used both encryption and 
authentication

• Domain Name System (DNS):
• Not encrypted at all by default -- anyone can see what websites you try to 

visit, even on the NCSA network
• Can enable HTTPS encryption on some browsers (Firefox, Chrome 

etc.)
• Can also configure DNS to encrypt DNS-over-TLS (DoT)

• Layer 7: Application layer
• Remote Desktop Protocol (RDP)
• Domain Name System (DNS)
• Secure Shell (SSH)

• Layer 4: Transport layer
• Transport Layer Security (TLS)
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