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Research Security Timeline
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Presenter Notes
Presentation Notes
Prob wondering what is Research security?RS is defined as "Safeguarding the research enterprise against the misappropriation of research and development to the detriment of national or economic security, related violations of research integrity, and foreign government interference.“RS has received increased attention due to emerging competition and conflicting practices by competing economies AND at the same time, NSF is a leading advocate for an open, inclusive research enterprise that welcomes the contributions of international scientists to further U.S. science.This timeline provides a high level of overview of the genesis of research security and where we stand today – really started getting attention in 2017 – with the start of intelligence briefings on the topic.1) JASON report in 2019 2019 – NSF commissioned a JASON Report – the JASONs, a group of US scientists who do studies in security matters for the federal government are uniquely qualified to explore the issues related to the U.S. science ecosystem because of its connection to that ecosystem and its background in NS issues.	Findings of that report were critical -Foreign-born scientists and engineers - training and working in the United States, make essential contributions to our preeminence in science, engineering and technology today And maintaining our leading position to continue to attract and retain the best science talent globally.Findings also indicated that we still don’t understand the scale and scope of issues being posed by foreign governments But Evidence suggested - Actions of some governments and its institutions were not in accordance w/ U.S. values of science ethics and have raised concerns about foreign influence in the U.S. academic sector – (Problems with respect to research transparency, lack of reciprocity in collaborations and consortia, and reporting of commitments and potential conflicts of interest, related to these actions.Set a number of things into motion - USG decided to take action – stood up the NSTC in 2019.Rebecca’s CRSSP position created in 20202021 – NSPM-33 – then 2022 - Impl Guid & CHIPS+Now, standing up OCRSSP
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Presenter Notes
Presentation Notes
OCRSSP: 	Leads NSF's efforts to safeguard the research enterprise, developing policies and guardrails that balance the security of federally funded research with initiatives that maintain an open and collaborative international research environment. 	Collaborates with federal partners and the White House to coordinate efforts aimed at improving research security and integrity at the federal level. 	Engages with international partners to ensure international collaborations continue to uphold core values such as openness, transparency, honesty, respect, and accountability.1. Harmonized disclosure formatsNSTC Research Security Subcommittee has been working on development of Common Forms for the Biographical Sketch and Current and Pending (Other Support) for over a yearNotice requesting public comment was posted in the Federal Register in late Aug 2022 - The 60-day comment period ended in late Oct 2022.Proposed final version will go out to the community after comments are addressed –  forthcoming very soon.2. Research security program standards•Implementation of the RS Program standards - (NSPM-33 requires research organizations awarded in excess of $50 million per year in total Federal research funding implement a research security program) • Implementation in NSF research facilities and research contractsPublished in the Federal Register as an RFI on March 7; Comments were due by June 5.	Tried to give the community as long as possible to provide thoughtful comments back on the proposed standards.•Will have one year for implementation following finalization, which will require a central certification on SAM.gov (NSTC Subcommitee is working towards coordinating this)3. Oversight and Enforcement — ensuring that federal agencies have clear and appropriate policies concerning consequences for violations of disclosure requirements and interagency sharing of information about such violations; and,



The Chips and Science Act of 2022:  Research 
Security
• The Chips and Science Act includes several research security provisions, 

including:
• Prohibition of malign foreign government talent recruitment programs
• Requirement to establish a Research Security and Integrity Information Sharing and 

Analysis Organization (RSI-ISAO)
• Research security training requirement for all covered personnel
• Inclusion of research security training as part of Responsible and Ethical Conduct of 

Research training
• Reporting on foreign financial transactions and gifts
• Prohibition of Confucius Institutes
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Presenter Notes
Presentation Notes
Overview of CHIPS + Science relevant to research security. MFTPRAC - In CHIPS+, NSF will enter into an agreement with a “qualified independent organization” to establish and operate the RSI-ISAO, which will serve as a clearinghouse for information, and Serve members of the research community, specifically IHEs, for-profit, and non-profit research and independent organizations. I’ll speak in more depth about the RAC later in this presentation.4) RST Training Modules – RS generally; risk, disclosures, int coop5) Reporting on foreign financial transactions and giftsAbove $50K cumulative, from countries of concern, annually, coordinating with Department of Education6) Confucious



NSPM-33:  Research Security Program 
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Presenter Notes
Presentation Notes
Research Security Program Requirements • Institutions receiving > $50 million/year in federal science & engineering support must establish a research security program. • Required Elements:	 • Cybersecurity 		14 requirements for safeguarding information systems • Similar to FAR 52.204-21	• Foreign Travel Security 		• Int’l travel policy • Record of covered int’l travel • As appropriate: • Disclosure • Authorization • Security briefings • Electronic device security • Pre-registration	• Research Security Training (insider threat awareness & identification) 		• Periodic training for “relevant personnel” on research security threat awareness & identification • Consider: • Post–event training • Incorporation into RCR training • Gov. developing training modules 	Export Control Trg. 		• Required for personnel that conduct R&D subject to export controls • Include: • Requirements & processes for review of foreign sponsors & collaborations • Compliance with export 	• Export Control Training (as appropriate) • OVERALL RS Program must include: 	• Research security POC		• Program documentation 	• Institutional certification**Undergoing a lot of discussions on this – The Institutional compliance deadline: 1 year from issuance of formal requirement to comply



CHIPS + Science Act of 2022Research Security 
Training Requirement

Research Security Training Modules Under Development 

1. Why is research security an important issue?
2. What is a disclosure policy and how will it be used?
3. What actions can federally funded research recipients take 
to manage and mitigate risk?
4. Is international collaboration encouraged?
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Presenter Notes
Presentation Notes
SEC. 10634. RESEARCH SECURITY TRAINING REQUIREMENT FOR FEDERAL RESEARCH AWARD PER13SONNEL.14 (a) ANNUAL TRAINING REQUIREMENT.— - Not later than 12 months after the date of the enactment of this Act, each Federal research agency shall establish a requirement that, as part of an application for a research and development award from the agency—	(A) each covered individual listed on the application for a research and development award certify that each such individual has completed within one year of such application re24search security training that meets the guidelines developed under subsection (b); and	(B) each institution of higher education or other organization applying for such an award certify that each covered individual who is employed by such institution or organization and listed on the application has completed such training.



CHIPS + Science Act of 2022:  Malign Foreign Talent 
Program Definition 
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• Unauthorized transfer of 
intellectual property or other 
nonpublic information;

• Recruit trainees or researchers 
to enroll in such program;

• Establishing a 
laboratory/employment/app
ointment in a foreign country 
in violation of terms and 
conditions of a Federal 
research award;

• Inability to terminate;
• Overcapacity/overlap/duplication;
• Mandatory to obtain research 

funding from the foreign 
government’s entities;

• Omitting acknowledgement of U.S. 
home institution/funding agency;

• Not disclosing program 
participation; or

• Conflict of interest/commitment. 

*And also sponsored by a country   
of concern

Presenter Notes
Presentation Notes
2) MFTP – -One May not receive federal funding if part of a: 	*Program, position or activity that requires an individual to take on any of the following (see slide).SEC. 10632. MALIGN FOREIGN TALENT RECRUITMENT PRO22GRAM PROHIBITION.23 (a) IN GENERAL.—Not later than 24 months after the date of enactment of this Act, each Federal research agency shall establish a policy that, as part of a proposal for a research and development award from the agency—	(1) each covered individual listed in such proposal certify that each such individual is not a party to a malign foreign talent recruitment program in the proposal submission of each such individual and annually thereafter for the duration of the award; and 	(2) each institution of higher education or other organization applying for such an award certify that each covered individual who is employed by such institution of higher education or other organization has been made aware of the requirements under this section and complied with the requirement under paragraph (1).SEC. 10638. DEFINITIONS.	(1) COVERED INDIVIDUAL.—The term ‘‘covered individual’’ means an individual who—(A) contributes in a substantive, meaningful way to the scientific development or execution of a research and development project proposed to be carried out with a research and development award from a Federal research agency; and(B) is designated as a covered individual by the Federal research agency concerned.(**The term covered individual equates to a senior/key person. The was resolved during the last revision of the PAPPG to implement the statutory language and NSPM-33 guidance.)-We’re working to implement this legislative requirement very carefully, to avoid prejudice – doing this through the NSTC RS-We’ll have additional policy, which we’ll be issuing for public input.(2 sections of CHIPS+ that reference talent programs - Prohibition of federal employees – NSF is already doing this, so no further action here required for NSF)



Foreign Collaboration Considerations for
NSF Facilities

• Advance notification to NSF must include:
• A description of the intended scope of the potential collaboration; how it 

contributes to the mission of the facility; 
• The organizations proposed to be involved; 
• The duration of the effort; 
• Any possible exchange of facility access or non-public data; 
• Provisional concepts of governing structures; 
• The associated benefit to the U.S. scientific community; or 
• Other thing of value.
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Presenter Notes
Presentation Notes
NSF’s Review Team for International Collaboration in Large Facilities (ICLF) develops guidance regarding the proposed collaboration with respect to any potential national security or economic security issues. The ICLF review team is comprised of the following or their designees: a. CRSSP b. Chief Officer for Research Facilities (CORF) c. Head of Office of Legislative and Public Affairs d. Office of General Counsel representative(s) e. Head of International Science and Engineering Office f. Head of Large Facilities Office, BFA The ICLF review team guidance will be based on the group’s assessment of: a. The information submitted by the awardee; b. The Program Officer assessment as listed in item (3) above; c. Issues of U.S. national/economic security and/or competitiveness; and, d. Other policy guidance. 



Questions?
Contact Information:
Sarah Stalker-Lehoux
Deputy Chief of Research Security Strategy and Policy
sstalker@nsf.gov

Office of the Chief of Research Security Strategy and Policy:
research-protection@nsf.gov
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