


Current ResearchSOC Members:

NRAO: the Na�onal Radio Astronomy Observatory

NOIRlab

GAGE: Geode�c facility for the Advancement of GEoscience

NSO: Na�onal Solar Observatory

ARF: Academic Research Fleet

ACCESS   *coming soon*

-- OmniSOC also serves 11 higher educa�on ins�tu�ons and 2 regional R&E networks. --
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A Community Approach to Cybersecurity









The Dirt













1.
2.
3.
4.

5.
6.
7.
8.
9.
10.





Questions?

omnisoc.iu.edu

sesons@iu.edu@



How OmniSOC Works



Example Log Requirements
Must have (bare minimum):

Traffic Session - N/S (Examples: Netflow, Zeek Conn 
logs)

NIDS (Examples: Suricata, Palo Alto Threat logs)

DNS query logs (Examples: Bind, Zeek DNS)

Endpoint logs for critical systems (Crowdstrike, Elastic 
Endpoint, MS Defender)

Adds significant additional value:

Application layer protocol analyzers (e.g. Zeek HTTP, 
SMTP, TLS, Weird)

Centralized Authentication (e.g. AD, kerberos, o365)

Malware (e.g. MS Defender)

Web Proxy (e.g. Palo Alto, Squid)

Helpful but not required:

NAT logs for public/private IP mapping

DHCP (examples: Zeek DHCP)

Traffic Session E/W - (e.g. Netflow, Zeek Conn 
logs)

Endpoint logs for high value (less than critical) 
systems

Wireless / VPN Authentication

Vulnerability scanner results (e.g. OpenVAS, 
Nessus, Qualys)

Honeypot (e.g. Duke STINGAR)

Service specific access logs (e.g. MSSQL, 
MySQL, Apache)





GeoIP tagging

ASN information

Critical IPs, netblocks

Threat feed matching

Reverse DNS

Whois lookups, domain age

Standardization & Normalization

Use of ECS

Central Data Collection/Enrichment

Elastic

Automated Alerting

ElastAlert

Elastic SIEM Detection Engine

Big Data Analysis

C2 Beacon Detection: Flare

Anomaly Detection: Elastic Machine Learning

Incident Case Management

TheHive (including Cortex OSINT modules)

Threat Intelligence Sharing

CIF

REN-ISAC

Enrich and then Analyze



Visualize, search, alert, rinse, repeat...
Elastalert (we’ll likely replace with Elastic’s Signal Detection rule engine)

Alerting engine used for creating custom, high fidelity, alerts.

Elastic Common Schema gets us:
SIEM app+workflows

Pre-built Machine Learning jobs.

Pre-built Signal Detection rules

and more…

Endgame (Elastic Endpoint Security)
Elastic acquired Endgame in 2019. We are working on a PoC now, as well as ‘dog 
fooding it’ ourselves. Best of breed EDR.



Visualize, search, alert, rinse, repeat...
What’s new?

Alert, ASN, DNS, User-Agent.

Looking toward Elastic ML outlier detection

What’s high/low volume?

What’s in the news (threat intel)?

Cross cluster search is awesome.

What’s seen at other members?

Can we detect beaconing?

Flare.

Elastic ML?

Maintain hunting cadence independent of calendar.




