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Purpose and Desired 
Outcome: 

The presenters aim to achieve the following objectives: that participants gain an 
understanding of the regulation and its impact on research; that they learn to 
quantify the risk to an institution with multiple privacy and compliance 
requirements; that participants better understand data subject rights and how 
they apply in a complex environment; and that they develop an understanding of 
the need for and role of a Data Privacy Officer (DPO) program. 
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Session Summary 

Goal was to discuss the interaction between privacy and research institutions; GDPR 
(history, terms, etc.), risk approach; organizations fined for not being clear and transparent; 
build data for one reason and capturing data for other reasons like to sell to make money; 
impacts/effects of GDPR; Cambridge Analytica data was used to influence and target people 
to convince people to vote to leave or stay in the EU; main message is that the rules have 
changed, if data was given to a company it was theirs to use as they wish, but now data 
belongs to the data subject and can only be used for the intended purpose; State and city 
regulations; Phillipines has jail time for violations; even China has a regulation; regs are 
broadly written and case law is used to develop more  
 

safe harbor gave you an out, those provisions protected you as you moved data, did not see 
much enforcement in the past; now European countries are providing more scrutiny and 
GDPR carries hefty fines 

 

Principles different and enforcements are harder? Yes, both 

 

What is the acceptable risk envelope? Where are you currently? What path is needed to get 
there? What is acceptable? 

 

Strategy: do I have the right access I need; data pool broader than database; how big are 
the data pools; good documents and controls help to determine penalties;  
 

GDPR: built upon what Europe already had in place to go to the next level; expounding upon 
more of what slide 10 says; GDPR is about data flow; bigger enterprise risk problem that you 
are trying to address; ex HIPPA or FERPA; US Privacy Act; FISMA/NIST; a lot of the privacy 
laws overlap; leverage things that are already there; GDPR covers the whole economic 
body; UK has a privacy law in the works that is more restrictive than the GDPR; 
 

Data controller and processor - it depends on what you are doing with the data; if you are in 
come countries for a month you become a resident;  
 

First and last name is personal information that should protected? So if a EU person come 
here, the data should be protected? ; if you add an EU person’s first and last name in the 
export control database do we have a liability? Yes 

 

Canadian firm was fined $10 million for buying and selling people’s information  
 

Establishment clause and targeting clause in the GDPR (doesn’t just mean you are targeting 
EU people) 
 

Job is to show the regulator that you did everything you could to decrease the amount you 
have to pay 

 

Key tenets of GDPRWhy are you collecting data? Layman’s terms 

Limited to the reason you stated it was being collected 

Constantly be trying to minimize data content; when you don’t need the data anymore you 
should delete it 
Data subject rights: 
If you collect data about me I have access to it 
You can restrict processing of your data 

 



Is that like unsubscribe to things? Yes, you can also send a letter asking people to delete 
your data; companies must be consistent and reasonable; must be consistent upfront; can’t 
change your mind about the purpose later 

 

Right to erasure: can’t erase the data capture for the people who have applied for jobs, is 
this okay?  
 

EU does not recognize any US law, but you should be very consistent  
 

Auditors and investigators use IP addresses to track people down 

 

Science about how you can de-identify people; pseudo anonymizing does not circumvent 
GDPR 

Case study: retinal scanners to prevent meal eating problem 

 

Risk to the data subject vs the benefit 
 

Consent piece: clearly communicating use of data when subject gives consent 
 

GDPR defines two main types of people - controller and data processor; controller must 
report leaks within 48 hours but the processor has more time;  
 

Processing data for 6 reasons: must opt in ( cannot be passive) and can be withdrawn; data 
subject is a party; legal obligation in the EU; unconscious and the medical team needs your 
records; last one is a catch all- legitimate interests pursued by the controller must be 
identified in advance 

 

In us violate GDPR and travel to Europe what would happen? GDPR only goes after 
companies not people; Philippines and Malaysia may go after you 

 

Timeframe associated with the lawful basis? Retroactive for all data collected; some 
companies went back and collected consent in April of last year 

 

Explicit consent for things; can’t keep it for 10 years is case something is needed 

 

Most clients and companies are not at high risk; just an added liability  
 

Likelihood of a federal privacy law and how would it compare to GDPR? Tim Cook and 
Zuckerburg are lobbying for a federal law to eliminate the need to be compliant with 50 
states; 3 or 4 bills in Congress right now, but will not be as restrictive as GDPR or CA’s law;  
 

EU countries all have regulators who are supposed to enforce GDPR; the US has many 
agencies who regulate things so there is a challenge in the US as to who would do this 

 

Notification is different - 72 hours must be announced; the key means that you have to know 
what you are going to do ahead of time; 72 hours was just because Marriott is global? Yes 

 

Data Protection Officer: required for some ppl and may not be for others; job is to govern the 
process; DPIA documents risk; if there is a breach, this is the person agencies want to talk 
to; may choose to contract this out; new concept to have this on the regulatory side 

 

GDPR is becoming the de facto standard 

 



Risk based approach: impact on the org; risks, data, and exposure level; appropriate 
mitigation (what makes sense and cost benefit analysis); and sustainability  
 

GDPR states that the subject can make a complaint directly to the regulator;  
 

Privacy Program Challenges: 3 people involved - lawyer, consultant, and company; all there 
should be present to make decisions  
 

Fix all external things that can be checked immediately to make compliant; Build privacy 
terms into contracts for vendors now; make sure you are getting explicit consent 
 

Web privacy policy - ask for consent each time? Purely for registration you are okay; you 
have to think about each workshop distinctly unless you ask in advance for future consent 
 

Must really think about Collaborating with ppl in different countries, you must determine if 
you are GDPR compliant and if it impacts business or the collaboration; have seen it in study 
abroad agreements; research exchange agreements may be next; 
 
 

 


