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270,000 Facebook users granted a third party Facebook app 
permission to gather not only the users’ data, but that of the 
users’ Facebook friends for academic research.

Cambridge Analytica
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Privacy is here to stay

©2019 Baker Tilly Virchow Krause, LLP

Canada
PIPEDA – Personal Information Protection and 
Electronic Data Act (2000)

European Union 
• GDPR – General Data Protection Regulation (2016)
• Privacy Shield
• E-Privacy (2002)
• EU Member Regulations

United States
• CCPA – California Consumer Privacy Act (2018)
• COPPA – Children’s Online Privacy Protection Act (2000)
• HIPAA – Health Insurance Portability and Accountability Act (1996)
• GLBA – Gramm-Leach-Bliley Act (1999)
• Other U.S. state regulations

China
CSL - Cybersecurity Law of the 
People’s Republic of China (2017)

United Kingdom
• Data Protection Act (2018)
• PECR – Privacy and Electronic 

Communications Regulation (2003)

Australia
APP – Australian’s Privacy Principles (1988)

India
PDPB – Personal Data Protection Bill

Philippines
Data Privacy Act (2012)

Brazil
• Brazilian Internet Act (2014)
• LGGP - General Data Privacy Law 

(2018) effective 2020

Malaysia
PDPA – Personal Data Protection 
Act (2010)

New Zealand
Privacy Act (1993)
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Defining your risk envelope

Define risk
What defines my 
organization’s risk 
boundaries?1 Measure risk

How do I 
measure risk?2

Path forward
How do I plot the most 
efficient path to get 
into my envelope?3

• Key stakeholder 
buy-in

• Enterprise wide 
conversation

• What is key to my “secret sauce”
• What is a “one time” exercise vs. 

ongoing (sustainment)
• What expertise do I need to have 

in house
• How do I leverage my staff, 

contractors, vendors…
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Strategy

Define your 
risk 

envelope

Talk to 
your legal 
counsel

Identify 
your data 

pools

STRATEGYKnow the 
regulation 
+ case law

Document your 
processes and 

controls

Build a 
sustainable 

privacy 
program
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General Data Protection Regulation:
How consumers can reclaim control of their privacy 

GDPR definition

What is GDPR?

The General Data Protection Regulation (GDPR) is the new EU regulation 
governing the handling of personal data relating to EU citizens living 
abroad and all individuals in the EU (citizens, residents and visitors). 

10
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Other issues:
̶ Brexit

̶ Latin America

̶ USA?

The EU
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Here’s what you need to know about GDPR now:

To whom 
does GDPR 

apply?

What are the 
penalties for 

noncompliance?

!

The regulation applies to all 
organizations collecting, processing, 
using and/or storing the personal data 
of affected individuals, regardless of 
the organization’s location. 

This includes U.S.-based companies 
who touch EU citizen and resident 
personal data such as: name, address 
information, email address, racial or 
ethnic data, political opinions, religious 
or philosophical beliefs, trade union 
membership, health and genetic data, 
biometric data, political opinions and 
sexual orientation.

Misinformation in the marketplace 
has caused many U.S.-based 
entities to misunderstand the 
requirements’ broad applicability. 

While certain clients have been 
working on their compliance 
approaches for some time, others 
may not yet realize GDPR’s 
applicability and, either way, they 
may need our help to gain 
assurance on their progress or to 
jump-start their compliance efforts.

Why are 
we just 

discussing 
this now?

After May 25, 2018, fines for non-
compliance are €20 million or 4 
% of global revenue – whichever 
is greater. 

The enforcement posture remains 
to be seen, but expectations are 
that, at a minimum, organizations 
experiencing any type of a 
(publicly known) breach may be 
likely enforcement targets.

12
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Key tenets of GDPR, including:

Key tenets of GDPR Data Subject Rights

̶ Transparency
̶ Purpose limitation
̶ Data minimization
̶ Accuracy
̶ Data deletion
̶ Security
̶ Accountability

̶ Data access
̶ Right to object
̶ Data rectification
̶ Restriction of 

processing
̶ Data portability
̶ Right to erasure

13

Extremely broad data set

GDPR restricted data set

You can leverage 

Privacy Shield, PCI 

DSS, ISO, HIPAA, 

HITRUST and 

other frameworks 

to get closer to 

compliance.

14
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Data processors vs controllers 

Generally speaking, GDPR treats data controllers as the party 
responsible for collecting and managing consent and the party 
responsible for enabling data subject requests.

Controllers and processors are BOTH liable for noncompliance.

Processor
The entity which processes personal data on behalf of 
the controller

Controller
The entity which determines the purposes and means of 
the processing of personal data

15

Article 28(1) states:

Where processing is to be carried out on behalf of a controller, 
the controller shall use only processors providing sufficient 
guarantees to implement appropriate technical and 
organizational measures in such a manner that processing 
will meet the requirements of this Regulation and ensure 
the protection of the rights of the data subject.

Data processors vs controllers

Vendor risk management is paramount to minimizing GDPR risk.

16
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Data must not be collected or processed unless 
there is lawful reason:
− Data subject has given consent for a specific purpose

− Processing is necessary for the performance of a contract to 
which the data subject is a party

− Processing is necessary for compliance with legal 
obligations

− Processing is necessary to protect vital interests of the data 
subject or other natural person

− Processing is necessary for the performance of a task 
carried out in the public interest

− Processing is necessary for the purposes of legitimate 
interests pursued by the controller

GDPR lawful basis for processing

Summarized

Data subject requests and the 
Right to be Forgotten

̶ Define a decision tree for processing 
requests

̶ Be consistent in your process

̶ Document at every stage

̶ Be transparent and thorough in your 
explanations

̶ Be timely in your response

̶ Consider automation if you expect 
high volume
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Reporting requirements

Article 33
(1) In the case of a personal data breach, the controller shall 
without undue delay and, where feasible, not later than 72 hours 
after having become aware of it, notify the personal data 
breach to the supervisory authority…, unless the personal data 
breach is unlikely to result in a risk to the rights and freedoms 
of natural persons. Where the notification to the supervisory 
authority is not made within 72 hours, it shall be 
accompanied by reasons for the delay.

(2) The processor shall notify the controller without undue delay 
after becoming aware of a personal data breach.

19

Required:
−Processing is carried out 

by a “public authority”
−Organization who core activities involve “regular and systematic 

monitoring of data subjects on a large scale”
−Where “core activities” involve “large scale” processing of 

“special categories” of personal data

May not be required for a private body:
−Main activity only seldom involve monitoring data subjects and 

with little infringement on those data subject’s rights
−Does not process “special” category personal information at all 

or is only processing the special personal information of a small group of 
data subjects

Who needs a Data Protection Officer (DPO)?

20
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DPO responsibility

Article 37(5) of the Regulation states: “The DPO, who can be a 
staff member or contractor, shall be designated on the basis of 
professional qualities and, in particular, expert knowledge of 
data protection law and practices and the ability to fulfill the 
tasks referred to in Article 39.”

̶ Informing and advising the controller or the processor and their 
employees of their data protection obligations. 

̶ Monitoring compliance with the Regulation, including the assignment 
of responsibilities. Awareness-raising and training of staff involved. 

̶ Providing advice where requested as regards the data protection 
impact assessments (DPIAs) and monitoring compliance and 
performance. 

̶ Engaging with the Information Commissioner’s Office or relevant 
Supervisory Authority.
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Data Protection Officer structure

The GDPR specifically defines some qualities that must be part 
of the DPO’s function:

Article 29 states that DPO is not prevented from holding other posts 
however some roles (CEO, CFO, CMO, HR, IT) pose a significant 
risk to the independence requirement.

Report directly to the “highest management level

Not be dismissed merely for performing their tasks

Be provided with sufficient resources

Have expert knowledge of data protection law

Not take instruction from their employer

Act “independently”

22
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The future of privacy

̶ Privacy is only going to become more important

̶ GDPR as a de facto world standard?

̶ Privacy is here to stay

̶ Enterprises are going to be held accountable 
for their actions (or lack of)

PRIVACY

23

A risk-based approach
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GDPR readiness

Develop a risk-
based plan and 
sustainment 
strategies to 
achieve and 
maintain 
compliance

Assessment to set the bounds for privacy compliance:

Assist the team in 
understanding how 
the regulation will 
affect their 
organization

Work with the team 
to determine 
appropriate 
mitigation strategies 
and prioritize 
recommendations

Identify areas of 
potential risk, 
classify data, and 
quantify exposure 

Develop 
sustainable 

strategies and 
plan for 

monitoring and 
compliance

Determine 
appropriate 
mitigation 

strategies and 
prioritize 

recommendations

Identify risks, 
classify data 
and quantify 

exposure

Understand 
regulation 
impacts on 

organization

25

Privacy program challenges

26

 Legal context 
and opinion

 Legal exposer 
and mitigation

Organizational context
Sustainable execution

 Actionable 
recommendations

 Execution 
support and 
expertise

Lawyer Consultant

Company

P R I V AC Y  
P R O G R AM
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Data Privacy Officer options

̶ Informing and advising the controller or the processor and their employees of their 
data protection obligations. 

˗ Reviews/Crafts Data protection and privacy strategies/policy

˗ Reviews data subject requests and tracks compliance

̶ Monitoring compliance with the Regulation, including the assignment of 
responsibilities. Awareness-raising and training of staff involved. 

˗ Designs and manages data privacy education program

̶ Compliance monitoring: Annual Assessment; Quarterly spot checks; Compliance 
metrics

˗ Providing advice where requested as regards the data protection impact assessments 
(DPIAs) and monitoring compliance and performance. 

˗ Writes and Manages DPIAs

̶ Engaging with the Information Commissioner’s Office or relevant Supervisory 
Authority.

˗ Engages proactively and as needed with supervisory authority

˗ Documents and briefs on supervisory authority activity

Article 37(5) of the Regulation states: “The DPO, who can be a staff member or 
contractor, shall be designated on the basis of professional qualities and, in particular, 
expert knowledge of data protection law and practices and the ability to fulfill the tasks 
referred to in Article 39.”
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1) Evaluate current compliance – Review compliance across the 
organization

2) Update website and applications: privacy policy and cookie 
notices

3) Vendor contracts: complete data processing addendum and review 
for additional changes

4) Explicit consent: Review past and current practices to determine 
compliance

5) Design and implement compliance systems to comply with the 
GDPR: the right to be forgotten; portability, etc.

Immediate actions to take 
in light of GDPR

28
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Connect with us

Connect with us

David Ross
Principal
Privacy Practice Lead

david.ross@bakertilly.com
+1 (703) 923 8282

Mike Cullen
Senior Manager
Risk, Internal Audit and 
Cybersecurity

mike.cullen@bakertilly.com
+1 (703) 923 8339

29

Resources
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bakertilly.com/GDPR

Quick assessment 
questionnaire

This questionnaire offers 
your organization a quick 
assessment of potential 
risk exposure 
(noncompliance) with 
GDPR requirements.

Articles

We monitor privacy developments closely and offer regular 
analysis on the latest privacy-related trends and regulatory 
issues with a focus on actionable information.

Infographic

This infographic is 
a primer on GDPR.Regulation in all EU languages:

http://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=uriserv%3AOJ.L_.2016.119.01.0001.01.ENG&toc
=OJ%3AL%3A2016%3A119%3ATOC

31

Disclosure

The information provided here is of a general nature and is not intended to 
address the specific circumstances of any individual or entity. In specific 
circumstances, the services of a professional should be sought. 

Baker Tilly Virchow Krause, LLP trading as Baker Tilly is a member of the 
global network of Baker Tilly International Ltd., the members of which are 
separate and independent legal entities. © 2019 Baker Tilly Virchow 
Krause, LLP.
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